ECA Voucher Request & Attestation Form v1.0

Purpose: This form is to be used by Authorized DoW Employee’s (ADE) to request an External Certificate Authority (ECA) certificate voucher on behalf of a foreign national. All sections must be completed to ensure the correct certificate is issued in a fiscally responsible manner.	Comment by Youst, Jonathan CTR DSCA OBO IMT DST (USA): I think the form is good and making it generic was the right move.	Comment by Gandy, Chad R CIV DSCA OBO IMT DST (USA): I will have a guide for this

Section 1: End-User Information
Instructions: Please provide the full and accurate details for the foreign national who will be the recipient of the ECA certificate.
	Full Legal Name:
(As it should appear on the certificate)
	

	Email Address:
(Voucher & instructions will be sent here)
	

	Organization/Agency:
	

	Country:
	

	Job Title / Position:
	

	SCIP Application:
	(e.g. WebRoR, EFTS)




Section 2: Certificate Type Selection
Instructions: Select the required certificate type. The default and most common type is a Soft Certificate. A Hard Token requires specific justification and acknowledgement of hardware responsibility. If you are unsure which certificate is appropriate, please consult your IT department.
Please select one:
[  ]  Soft Certificate (Software-based, installed on a single computer)
[  ]  Hard Token (Physical smartcard for portability and VDI/Thin Client use)
Acknowledgement for Hard Token Request: By selecting "Hard Token," you acknowledge that the end-user or their sponsoring organization is responsible for providing their own compatible smart card reader hardware.


MANDATORY Justification for Hard Token:
If you selected "Hard Token," you must check at least one of the following reasons:
[  ]  VDI / Shared Environment: The user's primary work environment is a Virtual Desktop Infrastructure (VDI), Thin Client, or other non-persistent/shared system that does not support soft certificates.	Comment by Youst, Jonathan CTR DSCA OBO IMT DST (USA): Might want to make a note that if they are unsure to check with their IT department. I feel a share of users won't be very technical to determine where they qualify.	Comment by Gandy, Chad R CIV DSCA OBO IMT DST (USA): Good point. Will have to think about how to do this without muddying this up too much.	Comment by Gandy, Chad R CIV DSCA OBO IMT DST (USA): I added the line in the section statement	Comment by Youst, Jonathan CTR DSCA OBO IMT DST (USA): Does there need to be a financial transaction justification check box also? For users that need to authorize transactions. 	Comment by Gandy, Chad R CIV DSCA OBO IMT DST (USA): Not sure what you mean. Can you clarify?	Comment by Youst, Jonathan CTR DSCA OBO IMT DST (USA): Policy Guidance. As this form is not system specific some hardware uses may apply for higher risk systems. Such as when processing refunds or executing contracts etc. 

But thinking through this that might just be part of our internal process in determining if they are accessing certain systems they automatically need hardware.
	Comment by Gandy, Chad R CIV DSCA OBO IMT DST (USA): The only extra use case for a hard token is for privileged users or those approving financial actions. The question is, how many of them are there that do not have a CAC that we already support?	Comment by Youst, Jonathan CTR DSCA OBO IMT DST (USA): I know from working with the CFD's there would be atleast 175 approving financial actions. I can't attest for other systems
[  ] High-Assurance Role: The user requires a hard token due to a high-assurance role, such as:
    [  ] Financial Approver
    [  ] Privileged System Administrator
[  ]  Multi-System Use: The user has a mission requirement to use their certificate on multiple, distinct workstations where installing a soft certificate on each is not feasible.
[  ]  Other (Requires specific approval): Please provide a brief justification below.
___________________________________________________________________________
___________________________________________________________________________
___________________________________________________________________________

Section 3: Certificate Term Attestation
Instructions: The validity period of the certificate MUST align with the end-user's expected time remaining in their role. Please attest to the appropriate term by checking one box below.
[  ]  I attest that the intended user has 3 to 12 months remaining in their position.
      (Select for a 1-Year Certificate Voucher)
[  ]  I attest that the intended user has 13 to 24 months remaining in their position.
      (Select for a 2-Year Certificate Voucher)	Comment by Youst, Jonathan CTR DSCA OBO IMT DST (USA): Just need to make sure upon purchase these can be supported with the structure of the contract. 	Comment by Gandy, Chad R CIV DSCA OBO IMT DST (USA): The contract will have to be IDIQ. And we can gather these forms early so we can make an initial purchase.
[  ]  I attest that the intended user has more than 24 months remaining in their position.
      (Select for a 3-Year Certificate Voucher)



Section 4: ADE Signature
By signing below, to the best of my knowledge, that the information provided is accurate and that the request is justified for mission-related purposes.

          ADE Signature: _________________________________
ADE Name (Printed): _________________________________
        ADE Title/Rank: _________________________________
                                         Date: _________________________________
OR Digital Signature:



Process Note for: Upon submission and approval of this form, a voucher will be generated and sent to the end-user's email address. This email address is critical as it’s linked to credentials. The end-user should also be provided with the "DSCA ECA End-User Playbook," which will outline their next steps.
